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The Void Which Binds®

* "Hyperion” by Dan Simmons

FLOW D2


http://www.flowdas.com/blog/archives/1909.html

OpenBinder

« Dannie Hackborn Be
« OpenBinder

— XHAM|CH BeOSE 2ot LHE =2NMEZ A|E
Hardware Scalability

V.
System Customization I "
Robust Applications pa msnume
— PalmOS 6 Cobalto| A S0z 73
— Linux #£30| @E AAZ Z7) (C++)

— 2005 7{'Y St

 Android Binder

— AndroidQ| = IPC

— Googleo| M7 (CHEE Java)

— Kernel Module2 OpenBinder L= X{ALE
— OpenBindere}t 24 Hals &+
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Remote Procedure Call

( Server )

(Binder Driver)

()

0
—~ S
2] 3
i) Q,
3 in)
Q, 3
o O
.l ~—
— >
l
Q,
O
g

BC REPLY

BR REPLY

proxy complete

FLOWDAS 4



Thread Model

Client7} LPCQ} RPCO| X}0|2 TLESIX| ZSIE 2 sl 70| 2 &

Thread Migration Model

- Call
« CallerQ| Threadyj A MME|EH A EE= CaIIeeOI Thread 2 0| =5}0] Al
« CalleeZ} User SpaceOf|A| Thread Pools 2£.
» Thread PoolQ| 37| g+t QoL E=38lH ANR 7}5.

— Return

« 22} o| Caller Thread2 £ 735t = = Binder DriverZ} X|&l.

— Transparent Recursion

« CalleeZ} CallerQ| CallbackS = =5IH, Call2 A|EHst Callere| 2 ThreadO| A Al
« Binder DriverZ} Call HistoryE 4.

AlS
A
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/dev/binder

Binder0f| E3}=l IPC MechanismZ A|&.

— Misc Device Driver

<linux/binder.h>

— NDKOf| =2t 2L} Unstable.

— Protocol Version 7

ioctl commands

BINDER WRITE READ
BINDER SET IDLE TIMEOU
BINDER SET MAX THREADS
BINDER SET IDLE PRIORI
BINDER SET CONTEXT MGR
BINDER THREAD EXIT

BINDER VERSION

struct binder write read

T inte4d t
size t
TY int
int
int

struct binder version

Read & Write
Write Only
Write Only
Write Only
Write Only
Write Only

Read Only
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BINDER_WRITE_READ

' 5 O = = o —
Bindere| R & M 7|52 ioctl @ E BINDER WRITE READE &9l A& =L
. [
write buffer?} read buffer= command B & O|LC}|.
struct binder write read ({
long write size; /* bytes to write */
long ﬂ?&?fﬁqgﬂﬁﬂmfd /* bytes consumed by driver */
unsigned long swrite buffer; ...
long ?éga"éiig: """ ", /* bytes to read */
long read consumed; 3 /* bytes consumed by driver */
unsigned long -read _buffer; L ;
}; esssssEaEEsEEEEEEEEEE v““ ."‘
“on00n p-| BC_* parameter BC_* parameter |.c....

#include <sys/ioctl.h> &
#include <linux/binder.h> .,

\ . . . L e, | BR * t BR * t ccconse
int binder write (int fd, void *data, long len) ({ = parameter = parameter

struct binder write read bwr;

bwr.write size = len;

bwr.write consumed = 0;

bwr.write buffer = (unsigned) data;
bwr.read size = 0;

bwr.read consumed = 0;
bwr.read buffer = 0;
return ioctl (fd, BINDER WRITE READ, &bwr);

FLOWDAS



Binder Transaction

Target Method
— handle : Remote Interface
— ptr & cookie : Local Interface
— code : Method ID

Parcel - Input/Output Parameters
— data.ptr.buffer

— data_size

Object Reference Management

— data.ptr.offsets

— offsets size

Security

— sender pid

— sender euid

No Transaction GUID

— Transparent Recursion

#define BC_ TRANSACTION
#define BC REPLY
#define BR _TRANSACTION
#define BR REPLY

struct binder transaction data {

union {
size t handle;
void HDILE g
} target;
void *cookie;
unsigned int code;
unsigned int flags;
pid t sender pid;
uid t sender euid;
size t data size;
size t offsets size;
union {
struct {
const void “*buffer;
const void *offsets;
} ptr;
uint8 t buf[8];
} data;

}i

FLOWDAS



Standard Parcel

data.ptr.buffer & data size

4 bytes alignment with padding

Left-to-right parameter ordering

Stringlé format - Unicode X9 S H
A
o

EXEo| ZO|E LIEIY = 4 bytes B2

2 HO|E unicodeZ BEHE 22X 2 K2
LS LIEILY L= 2HIO|E 02 2 OHRZ|.

EXAIE | ZO|7t B4~ 2H}IO| E padding O.

ot i rot

BC TRANSACTION

Interface®| O|& - Stringl6
Input Parameters

BC REPLY

Return Value
Output Parameters

I.
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Object Reference Management

 data.ptr.offsetsg data.ptr.bufferlf M= flat binder object F+XX|Q]
offsetS MZESH= int H{| Q.

data.ptr.offsets data.ptr.buffer

struct flat binder object ({
.\\ Q\ .\\ T unsigned long type;
, fbo unsigned long flags;
union {
void *binder;
signed long handle;

ks

void *cookie;
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Object Reference Management

Object Reference

- BINDER_TYPE_HANDLE
» Remote IBinder
* handle

- BINDER_TYPE_BINDER

 Local 1Binder
e Dbinder & cookie

Binder Driver& data.ptr.bufferO| L& El flat binder object=2 Ats HEL

r+o+

binder transaction datal| target & cookie HA| flat binder object.

IBinder

— Binder DriverQ| 2™ A & [ 1BinderZ} Ot Interface Q1 X|= S QS}X| UL}
Binder Objecto| MK E Zt1 Q= T2 MA LHO|AMBH ZQIE| ZHO| Typelt HAEl o|O|2 ZH7| I{20], Binder
DriverQ| QZEHO| A= void* QF CFE2X| QCF.

— IBindert User Spaced| EXst= 20| EE2|E ES| Mt 1 00| Zt=C}

— SDK£ Remote(Proxy)@} Local(Stub) 25 1Binder InterfaceE Edf ==L}

—
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Service

Context Manager
— Binder Drivere| M4
— BINDER SET CONTEXT MGR — ioctl

— Handle Zero

— Booting A|0f Service Manager2 2™ E.

H 2 SPLEEE ZXY.

Manager

Service Manager — android.os.IServiceManager

- 22 mZei=0| A|AH MHEASS XMEE 5= A2 2RO 2 5= Daemon Process.
- FE A0 AIAE Aoz HAE|= G MEASEE 22

. MHA EEZ

— o= = Tl—'—ol'l_
- Oj2| gk gelof
© AREXAECS ME|A

// Native Interface
package android.os;

interface IServiceManager {
IBinder getService (String name) ;
IBinder checkService (String name) ;
int addService (String name,
String listServices (int n);

&K Y= 2FEE2 A
A& Activity ManagerZt 2.

— /system/bin/service @Hd 717} XS E.

— PDK 2t Sl0| Al BpServiceManagercts C++ EC|AE AMNHA, &

IBinder service);

Cf ®2|3t Interface2 HE =

// PDK Interface of BpServiceManager
package android.os;

interface IServiceManager
IBinder getService (String name) ;
IBinder checkService (String name) ;
int addService (String name, IBinder service);
List<String> listServices():;

FLOWDAS



Service Registration & Discovery

A A MHASE2 AYE [ 1ServiceManagerQ| addService () &
addService () | service Lt2}0|E &= Binder Driver0f 2|3 handle2 HHZIE!

Binder Driver= nameS 2 8 H serviceE &= Mapg 2.

Ojo

IServiceManager®| getService () & S} CtE T2 M AE0| SE & AMH|AE9| Interface handleg & %= Q)

=
android.os.IBinder.INTERFACE TRANSACTION codeE AFE3}0] Interface handlel| X O|E2 &=Lt

C Application ) CService Manager) C Service )

addService ()

@ *

v

getService ()

v

@-

INTERFACE TRANSACTION

v

Q.

name

@ --ccccccccccccccccccccccccca=g
e —.

@ ---
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HreI 2| StAIRE B

NDK X|SIo| =x}
—  <linux/binder.h>+& unstable
— AIDLY} Binder Library= C++2 X|ISHX| &S,
~  PDKOl& 22Xl C++ 1HO| EXY.

Binder Shell?

—  Scripting®f] CHSF Mo & X
— Introspection — AIDL Registry?

No Exception
- %=z ZQstUp?
—  Errore IPC =F0|A] X[t US.
—  Library &0 M F3ig =& UAS.
—  Parcelable Exception & Extended AIDL
—  NDK7} C++ Exception® X|YSHX| Q=Ce HES 7|Ast=Tp?

APC & Cancellation?

—  CCR-like Feature Set?

— Thread Migration Model1}t9| 5=0| Y 7I540| /Y S.
Networking

— RPC over TCP or UDP

—  Phone-to-Phone or Phone-to-Server RPC

—  Endian Conversion

— Low-latency Multichannel Reliable Transport
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